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Fault Modeling
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Why Fault Models?

• Actual number of physical defects in a 
circuit are too many.

– Not possible to consider individually.

– Difficult to count and analyze.

• Some logical fault models are considered. 

– A fault model identifies targets for testing.

– Drastically reduces the number of faults.

– Makes analysis possible.

– Effectiveness measurable by experiments.
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Fault Models

• Stuck-at faults

• Bridging faults

• Transistor stuck-on / stuck-open faults

• Functional faults

• Memory faults

• PLA faults

• Delay faults

• State transition faults
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Levels of Abstraction in Circuits

Behavioral Description

Functional Description

Structural Description

Switch-level Description

Geometric Description

Increasing 
level of 

abstraction
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• Behavioral:

– Given using a hardware description language, 
such as Verilog or VHDL.

• Functional:

– Given at the register-transfer level (RTL).

• Registers, adders, multipliers, etc.

• Interconnect structures like MUX and bus.

• Structural:

– Given at the logic level.

• Gates, flip-flops, and interconnection between 
them.
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• Switch-level:

– Given at the transistor level.

• pMOS and nMOS transistors for CMOS 
technology.

• Geometric:

– Given at the layout level.

• One can determine line widths, inter-line 
and inter-component distances, and device 
geometries.
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Observation

• Faults modeled at the lowest level of 
abstraction will be more accurate.

– Will resemble closely with the actual physical 
defects.

• Typically higher-level abstractions are 
used.

– To reduce complexity.

– An example:

• 50 million transistors

• 500 million possible defects

• 5 million gates 
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[A] Behavioral Fault Models

• Defined at the highest level of abstraction.

• Related to failure modes of the constructs 
in the HDL.

• Various such fault models can be derived:

– A variable R may be assumed to be either 
value ‘L’ or ‘H’ permanently.

– The assignment X=Y can fail:

• Value of ‘X’ remains unchanged.

• ‘X’ assumes a value ‘L’ or ‘H’.
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– The ‘for’ clause of the language could fail such 
that the body of the loop is always executed or 
never executed, irrespective of the condition.

– The ‘switch’ clause can fail like:

• All the specified cases are selected.

• A wrong case is selected.

• None of the specified cases are selected.

– The ‘if-then-else’ structure can fail similarly.

• Experimental results show that this approach 
can detect about 85% of faults corresponding 
to lower-level models (say, stuck-at fault).
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[B] Functional Fault Models

• Here we try to ensure that a given functional 
block executes its intended function.
– Adder, multiplexer, decoder, counter, memory, etc.

• Such fault models are usually ad-hoc, geared 
towards specific functional blocks.

• A functional fault model is considered good if
– It is not too complex for test generation purposes.

– Resulting functional test set provides a high 
coverage of lower-level fault models.
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• Example 1:
– A multiplexer.

– The fault model:
• A ‘0’ and a ‘1’ cannot be selected on each output line.

• When an input is being selected, another input gets 
selected instead of or in addition to the correct input.

• Wired AND/OR operation is implicitly performed if 
more than one line gets selected.

• Example 2:
– Truth table of a functional block can change in 

an arbitrary way.
• Exhaustive testing

• Pseudo-exhaustive testing
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[C] Structural Fault Models

• The circuit is given as a netlist of blocks.

• Here we try to make sure that the 
interconnections in the given structure are 
fault-free, and are able to carry both ‘0’ and 
‘1’ signals.

– The blocks (e.g. gates) assumed to be fault-free.

– Leads to the stuck-at fault model.
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• Stuck-at Fault Model:

– Some line(s) in the circuit are permanently 
stuck at logic 0 or logic 1.

– Denoted as s-a-0 & s-a-1, or as a/0 & a/1 for 
some line ‘a’.

– A fanout stem and fanout branches are 
considered different lines.
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• Stuck-at fault model can detect many 
realistic physical faults.

– Look at a TTL NAND gate.

– Investigate effects of physical defects.

– Most of them will map to gate-level stuck-at 
faults.

• We classify two categories of stuck-at 
faults:

– Single stuck-at faults

– Multiple stuck-at faults
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Single Stuck-at Fault

• Three properties define a single stuck-at 
fault.
– Only one line of the circuit is faulty at a time.

– The faulty line is permanently set to 0 or 1.

• Not of intermittent nature

– The fault can be at an input or output of a gate or 
module.

• How many faults possible?
– For a circuit with k lines, the total number of 

single stuck-at faults possible is 2k.

• Most widely used fault model in the industry.
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• Why single stuck-at faults?

– Simpler to handle computationally.

– Reasonably good fault coverage.

• A test set for detecting single stuck-at faults 
detects a large percentage of multiple stuck-
at faults as well.

– It is technology independent.

• Can be applied to TTL, ECL, CMOS, etc.

– It is design style independent.

• Gate array, standard cell, full custom, etc.
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Multiple Stuck-at Faults

• Stuck-at faults can be simultaneously 
present on more than one line of the circuit.

• How many faults possible?

– The total number of single and multiple stuck-at 
faults in a circuit with k lines is 3k–1.

– Difficult to handle in practice.

• Single fault tests cover a very large number 
of multiple faults.

– Found through simulation studies.

• For unrestricted number of multiple stuck-
at faults, number of faults:

Sum_{i=1}^k  (k C i) 2^i

• If we assume that a maximum of m faults 
can occur simultaneously, number of 
faults:

Sum_{i=1}^m (k C i) 2^I

• Example:

– K=5000, m=2

– 50,000,000 double faults
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• 12 fault sites 

• 24 single stuck-at faults

• 312-1 = 5,31,441 multiple stuck-at faults

Example: 2-input XOR gate realized using 
NAND gates
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Bridging Faults

• Two or more normally distinct points (lines) 
are shorted together.

– Logic effect depends on technology

Wired-AND for TTL

Wired-OR for ECL

CMOS ?
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Delay Faults

• Delay faults change the timing of circuit.

– Testable when circuit operates at higher speed

• Insufficient stuck-at tests

– Chip with timing defects may pass the low speed 
stuck-fault testing, but fail at the system speed

• Types

– Transition Fault, Gate Delay Fault, Line Delay 
Fault, Path Delay Fault, Segment Delay Fault
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[D] Switch Level Fault Model

• Deals with faults in transistors in a switch-
level description of a circuit.

– Netlist of transistors.

– MOS transistors considered as ideal switch.

• Two kinds of faults:

– Stuck-open fault

• A transistor is permanently in the open state.

– Stuck-short fault

• A transistor is permanently shorted.
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• Stuck-open fault

– A transistor becomes permanently non-
conducting due to some defect.

– May require a sequence of test vectors for 
detection.

– A combinational circuit can exhibit sequential 
behavior.

– Illustrative example on next slide.
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(Initialization vector)
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• For detecting T1 stuck-open:

– Apply a two pattern test.

• First pattern:       AB = 10  or  01  or  11

• Second pattern:  AB = 00

– This test will also detect T2 stuck-open.

• Two-vector s-op test can be constructed 
by ordering two stuck-at tests.
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• Stuck-on or Stuck-short Fault:

– A transistor becomes permanently conducting 
due to some defect.

– Logic monitoring at the output may not be 
enough.

– Current monitoring, also called IDDQ testing, is 
required.

– Illustrative example on next slide.
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• For detecting T1 stuck-on fault:

– Test vector for A/0 is applied

• AB = 10

– High current flows from VDD to GND in 
presence of fault.

• Output logic value may be indeterminate.

• IDDQ testing is losing relevance in sub-
micron CMOS technology.

– Transistor leakage current is comparable to 
the current in presence of stuck-on fault.
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Summary of Stuck-open Faults

• Result of an experiment with 1 micron CMOS chips:

– 4552 chips passed parametric test

– 1255 chips (27.57%) failed tests for stuck-at faults

– 44 chips (0.97%) failed tests for stuck-open faults

– 4 chips with stuck-open faults passed tests for stuck-at faults

• Conclusion:

– Stuck-at faults are about 29 times more frequent than

stuck-open faults

– About 91% of chips with stuck-open faults may also have

stuck-at faults

– Faulty chips escaping tests for stuck-at faults = 0.121%
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[E] Geometric Fault Models

• Derived directly from the layout of the 
circuit.

• Not standardized.

• Some examples of geometric fault models:

– Bridging fault model

– PLA fault model

– Memory fault model


